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Abstract—In the secure multicast communication, transmitted
information can only receive by the authorized group members. To
achieve a secure multicast communication, symmetric key (group
key) is used to both encrypt and decrypt the information, that shared
among the group members. This paper, proposes an efficient
centralized group key management scheme (CGKM) for achieving a
secure multicast communication between the group members that
reduces the cost of comnutation of kev server (KS) and rekeving cost
of group members. The group key (GK) generated in the multicast
network is securely distributed with the help of the RSA
cryptosystem. Whenever the new member joins the group,
computation cost of KS reduced by performing single addition,
multinlication and encrvotion. for undating the eroun kev (GK).
Whenever the member leaves the group, KS performs single
subtraction, division and encryption, for updating the group key
(GK). By comparing with existing group key management protocol,
the proposed protocol has significantly reduced computation
complexitv and rekeving cost. The pronosed nrotocolis tested on star
topology, the test results compared with existing group key
management protocol. The comparison results show that the
proposed protocol is efficient in terms of reducing the computational
complexity of KS and rekeying cost of group members.

Index Terms— S ecure multicast, rekeying cost,
computational complexity, centralized group key
management.

I. INTRODUCTION

In the present information era, the multicast
communication is very prevalent for sending secret
information from a single sender to various receivers in the
group. The advancement of multicast communication and the
quick improvement of the web, many multicast services, for
example, a video server sending out Television stations,
network games, pay-per-see, distance learning, stock
statements are playing noteworthy jobs. In centralized key
management schemes, a single trusted substance called a KS
is utilized to deal with the Group Key (GK) and other
supporting keys for the whole group. In dynamic multicast
communication, the group members may join/leave the group
at any time of the communication. Because of dynamic nature
of the group, the group enrollment may change frequently and
again, which drives the security issues with respect to forward
and backward secrecy. Different key management approaches
have been proposed in the literature for secure multicast
communication.(P.Vijayakumar, et al, 2011; Khan, et al,
2014; R Keerthanal, et al., 2014; VijayaKumar et al., 2014;
Elhoseny et al., 2016; Lin et al, 2017; Islam and Biswas,
2017).
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The existing group key management approaches are isolated
into three general classifications in particular centralized, de-
centralized and distributed key management schemes. In the
centralized key management schemes, a single

centralized server is responsible for the key creation and key
circulation among the group members.

In the de-centralized key management schemes, the bigger
groups are divided into subgroups to minimize the
computation load on single centralized sever and wipe out the
single point of failure issue.Conversely, the distributed key
management schemes don't utilize a single centralized server
for generation and also, the distribution of the keys.In the
distributed key management schemes, each group member
contributes to create and circulate the keys.These three
classifications have its own merits and demerits and are
utilized by the necessity of application in various areas.

The group key management schemes must, satisfy
some security requirements in all conditions. The fundamental
security requirements are forward and backward secrecy in the
group. To provide the backward secrecy in the group, the KS
has been responsible to prevent recently joining group
members from having access to recently shared information.
Likewise, to provide the forward secrecy, the KS is
responsible to prevent the leaving group members from further
access of future communication. For secure multicast
communication a same group key GK is needed for sender and
different receivers to encrypt and decrypt the information
among the group.To provide the dynamic enrollment in the
group, the GK should be refreshed also, distributed to the
group members at whatever point the group enrollment is
changed.The GK is refreshed frequently and hence the
rekeying cost increased massively. In some of the centralized
group key management schemes, the KS allots a private key to
each group members and encrypt the GK independently with
every member’s private key when rekeying occurs. The
rekeying cost is directly relative to the group size, which
makes inefficient communication. In multicast
communications, the star topology has been commonly used to
reduce the rekeying cost.

This paper proposes an RSA public key cryptosystem
based centralized key circulation scheme that reduce the
computation complexity of KS, group members and at the
same time, it reduces the storage overhead of KS while
keeping up balanced storage overhead of each group
members.the KS needs to perform just a single multiplication
operation to refresh the GK at whatever point a member joins
the group. So also, the KS needs to perform just a single
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division operation at whatever point a member leaves the
group. What's more, the group members need to perform
mathematical operations to recover the GK. The advantage of
the proposed centralized key management scheme is that it is
reducing the computational complexity and suitable for many
dynamic multicast applications like TV-pay frameworks to
perform secure multicast communication.

The rest of the paper is organized as follows: Section 2
gives the survey of many significant centralized key
management schemes for multicast communication. The
system model, multicast communication and RSA public key
cryptosystem used in this paper are described in Section 3.
The proposed CGKM protocol with detailed clarification is
presented in Section 4. The securityanalysis of the
proposedscheme is described in Section 5.The experimental
results and analysis are provided in section 6. Atlast,the paper
winds up with conclusion in Section 7.

II. Literature survey

In the centralized group key management scheme, a
single server is responsible for key creation, key distribution,
rekeying and to maintaining the group communication. The
real difficulties of centralized key distribution schemes are
adaptability complexity, communication complexity,
computational complexity, storage complexity, and keeping
up of forward and in backward secrecy. In order to manage
these issues, we need to analyze the various key distribution
schemes.

(P. Vijayakumar, et al., 2011) Proposed binary tree-based
group key computation protocol used to provide effective
security in group communications. The main advantage of this
scheme is, the computation complexity of KS and group
members get reduced. Group initialization step requires more
time to setup the binary tree-based group.

(Khan, et al., 2014) Proposed a rekeying algorithm dependent
on broadcasting a new message on joining and leaving of a
member for refreshing the group. The proposed scheme is
very adaptable and gives forward and backward secrecy in a
productive way.

(R Keerthanal, et al., 2014) Proposed Cost Effective Multicast
Key Management Scheme used to achieve the secure group
communication. The star-based architecture reduces the
rekeying complexity. The proposed scheme is, scalable and
simple to execute when the number of members is very high
and dynamic in nature.

(Vijayakumar et al., 2014) Computational complexity of KS
reduced by proposed CRT-based GKM scheme. Furthermore,
the computational complexity of group participants is also
reduced. In any case, the KS storage complexity and KS
initialization cost is excessively high.

(Elhoseny et al, 2016) Proposed an Elliptic Curve
Cryptography (ECC) and Homomorphic Encryption (HE)
based novel encryption scheme for secure information
transmission in WSN. The proposed scheme improves the
performance of network by improving the computational
complexity and communication complexity.

(Lin et al., 2017) Proposed a Cluster-based Elliptic Curve Key
Management (CECKM) protocol for secure group
communications in WSNs. The CECKM protocol gives same

security level as RSA and Diffe-Hellman with keys. It takes a
minimum amount of key resynchronization time as contrast
with Diffe-Hellman and Group Diffe-Hellman protocols.
(Islam et al., 2017) Proposed a pairing -free Identity-based
Two-party Authenticated Key Agreement (ID-2PAKA)
protocol. The proposed scheme provides an efficient method
to create a common session key between two members
through an open network and is appropriate for secure peer to
peer communications.

In this article, we proposed new centralized group key
management scheme dependent on RSA public key
cryptosystem which is efficient in multiple points of view. It
radically reduced the computation complexity of KS by
minimizing the required number of arithmetic activities needs
to perform during key refreshing. It also reduced the storage
complexity of KS by minimizing the number of keys occupied
in KS memory. Besides, the proposed CGKM scheme gives
high security against different assaults. So as to increase the
level of the security, the proposed protocol uses an extra key
called group key encryption key.

III. Preliminaries

This segment describes our system model, multicast
communication and RSA public key cryptosystem, which have
been used in the proposed CGKM protocol.

A. System model

We demonstrate the multicast group communication
as star topology, where a lot of authorized members directly
connected with centralized server called KS. The KS is a
highly trusted authority, which is responsible to circulating the
key to group members. The system model consists of highly
trusted authority KS, sender and group members. The
multicast group represents a specific set of members, who are
entitled for accepting the basic secret data or messages. The
number of members considered in the multicast
communication is n. In our model of multicast
communication, the group members are named as 'gmi. A
public key 'e' which is publicly available to all group
members, private key 'di' and secret parameter 'ki', which are
known only to members and the modulus 'x;', which is known
to KS and group members are used inside a multicast group
for secure communication. To compute the group key
encryption key 'dq', the Chinese reminder theorem with secret
parameters 'ki' and 'xi' of group members is used. The public
key 'e' is generated by KS, using the secret parameter ' @ (xi)'
which was transmitted to the group members. The private keys
are calculated by the members itself at its own side with the
help of public key 'e' and the secret parameter ' ®(x;)'. In our
system, the communication among the group members done
by using AES symmetric key cryptosystem. Where the group
key GK used for both encryption and decryption. The number
of group members might be dynamic, for example, whenever a
group member may leave or new member may join the group
G

B. Multicast communication
In multicast group communication, the sender transmits the

secret information to a large number of receivers
simultaneously. A secret information should be encrypted and
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only the authorized group members can decrypt the secret
information.To achieve a secure multicast communication a
common group key is needed for the group members to
encrypt and decrypt the message.

Multicasting has many applications such as access to
distributed database, information dissemination,distancelearni
ng and multimedia communications.The main issue that must
be addressed in secure multicast communication is key
distribution, Confidentiality, Integrity and Authenticity (CIA)
of the data.

Confidentiality services are basic in making a private
multicast session. The encryption operation is normally used
to give this service, a more fragile type of confidentiality
might be accomplished by restricting data circulation through
time-to-live (tth) settings.We can
provide confidentiality services through encryption.
Confidentiality services ought to likewise be applied to key
management schemes during the circulation of key material.

Integrity services provide confirmation that multicast traffic is
not adjusted during communication or transmission.Solid
integrity schemes can be applied indirectly at the network
layer with security protocol, for example, the Encapsulating
Security Payload (ESP).

Authentication services might be applied by the traffic source.
To define the group participation by identifying the group
members along with their information being sourced to the

group.

To securely circulate the keys to each group member.
Security requirements are, to achieve the secure multicast
communication. 1. Backward secrecy, 2. Forward secrecy.

1. Backward secrecy
This gives past secrecy implies, provides the
security from the new group members who join the group.

2. Forward secrecy
This gives future secrecy implies, provides
the security from the group members who left the group.

The fundamental structure of secure communication
protocol is to utilize asymmetric cryptography for member’s
validation and keys confidentiality, and then utilize symmetric
cryptography for information encryption and information
realness.Multicasting classified into two main categories, such
as 1. IP multicast and 2. Overlay multicast. IP multicast and
overlay multicast provides some mechanism for distributing
the same message to multiple recipients in a more efficient
manner.

1. IP multicast

IP  nulticast uses UDP protocol for
establishing the communication, so this type of
communication is unreliable. To join the multicast group,
each member sends a join message using Internet Group
Management Protocol (IGMP). Group members are
identified by IP address. For IP multicast the specific IP

address range is available, the IP address range is

(224.0.0.0 to 239.255.255.255).

In IP multicast, each group members
organize into a tree structure. A tree is formed by the
sender.

2. Overlay multicast

In an overlay multicast, each group members
organize into a delivery tree. Each group member gets the
content from their parent and forward to its child.

Multicast key circulation

multicast key circulation should be combined with group
access control. Without group access control, there is no
reason for utilizing multicast key circulation, since, if there are
no group limitations, at that point it ought not make any
difference to whom multicast data is unveiled. The
fundamental issue of circulating a group key to a group of
multicast members lies in the way that some centralized key
management entity, such as Key Server (KS).

It is a third-party entity, which is responsible to generate
and circulate a group key to peers, or group receiver on
multicast, wishing to participate in a secure communication. It
should in this way have the ability to identify and reliably
authenticate the requests of group key, must authenticate every
one of a group's
receivers, as well as securely circulate a group key to every
one of them.

Multicastapplications

video and audio conferencing, distance learning from
the centralized location, multi-media streaming, Web-cache
updatesand distributed interactive gaming or simulations.

C. RSA public key cryptosystem

RSA algorithm is asymmetric cryptography
algorithm. Asymmetric actually means that it works on two
different keys such as, Public Key and Private Key. Public
Key is known to everyone and Private key is kept private.

An example of asymmetric cryptography:

1. A clientsends its public key to the server and requests
for some data.

2. The server encrypts the data using client’s public key
and sends the encrypted data.

3. Client receives this data and decrypts it.

RSA public key cryptosystem was introduced by
Rivest, Shamir and Adleman, which is broadly used for secure
information transmission. The security of RSA depends on the
trouble of factoring the product of two large primes. The detail
clarification of RSA cryptosystemis as per the following.

Key initialization

1.Choose two different large random prime numbers pand q.
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2.Calculate x = p*q.
* X is the modulus for the public key and private keys.

3.Calculate @ (x) = (p-1) * (g-1).

4. Choose e such that 1< e <® (xi), and e is co-prime to @ (),
ged (e, D (x) =1
» eis released as public key exponent.

5.Compute d to satisfy the congruence relation (d*e) -1 =0
mod (D (x)).
» dis kept as private key exponent.

Encryption

Public key parameters (e & n) are publicly available,
sender wants to send the message M to the receiver. He
computes chipper text by, C = M® mod n.

Decryption

The receiver can recover the message M from C by
using his private key d in following procedure. M = C*mod n.

RSA digital signature

s=M* (mod n)
where (n, d) is a private key. The signature is verified by
recovering the message M using public key (n, e).

IV. Proposed CGKM protocol

In this segment, we describe our centralized group key
management protocol (CGKM) which depends on an RSA
public key cryptosystem and implemented on star topology.
The proposed CGKM contains five stages. Initialization stage,
where the KS randomly generates two distinct large prime
numbers and compute x; and D(x;). The KS also generates the
secret parameter k; for n number of members and compute the
R;. Member join stage, where the group members calculate 1
and their private key d;. Key update stage, in this stage the KS
circulates the group key GK among the members who initially
join the group and refresh the new GK when any new member
joins or existing member leaves the group. Key recovery
stage, in which the group members can recover the GK at the
member area, that circulated by the KS. Member leave stage,
where the KS need to recirculate the updated GK among the
remaining members in the group. The proposed CGKM
protocol implemented on star topology is shown in fig. 1. The
detailed description of five stages is given as follows.

* Generates pi and g;
* Computes xi and P(x)
+ Generate public key(e)
“*Generation and distribution of GK

KS - Key Sever

G, - Group members

d - Group key encryption key
GK - Group Key

CT - Cipher Test

d, - Private key

1 - secret parameter

> - Data | key flow
ot # \ - °
e~ o1/ oT\ CF L,
Group members / 3 9
Gm Gm G Gme

* Private key(d:) generation
* Recovery of GK.
* The value of | and d; are kept secret by members

Fig. 1. Centralized group key management
1.Initialization stage

Initially, the KS randomly generates two distinct large
prime numbers p; and giand compute xjand ®(x;), such that x;
= pi * gi and ®(x;) = (pi -1) * (qi-1); for 1 <i < n, where n is
a size the group G. The KS also generates large distinct secret
prime numbers ki for n members and execute the following

steps.
1. The KS computes m = [[%,(x;)and risuch that ri

=Zwhere i = 1,2, .., n.

xi

2. Then the KS computes si, such that r; * si= 1 mod
(xi), where siis the multiplicative inverse of rimodulus

Xi.

The KS computes Rifor each group member using following
equation.

Ri=ki*ri*s;
€Y

Next, the KS verify the member who needs to join the group.
The KS additionally select a large positive integer 'e' as a
public key, such thatn < e < min (®(x1), P (x2), ...., P(xn))
and public key e circulated to group members. After that, the
KS initialize the parameter X as X =1, which is utilized in the
key update stage to encrypt the group key.

2. Member join stage

Any new member gm; is verified by KS to join the
group G for the first time, the KS needs to send the secret
parameters ki, xi, @(xi) to the new member, that are generated
in the initialization stage by the KS. After that, the KS
computes the new value of the parameter X, such that X =X*
[, x; , and the KS computes group key encryption key dq by
following equation.

dq =211 R; (2)
The newly joined members execute the following steps:

1. Initially the members generate his/her own private
key di by using the following modular equation.

e*d =1
3

mod

(@)

2. Next, the members generate li, such that 1 is
multiplicative inverse of the secret parameter ki by
using the following equation.

ki*li= 1 mod (xi) (4)
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The private key d; and the value of ]; are kept secret in the
member’s database. Next the KS computes the group key, GK
for the multicast communication by the following equation.
GK € min (x1, X2, X3, ...., Xn)
The minimum value of x; selected as a group key of the group
G. After that, the KS encrypt the group key GK by the steps
explained in key update stage and circulate the GK among the
group. Upon receiving the encrypted GK, the member the
recover the GK by the steps explained in key recovery stage.

3.Key update stage

Whenever, the new members need to join the group
or existing members need to leave the group G, the KS needs
to compute and circulate the new GK to all the participants of
the group G in secure manner with minimum computation cast.
The KS encrypt the group key GK and computes the cipher
text CT using the following equation.

CT = (dq *

(GK) e) mod X

)
4 Key recovery stage

After receiving the cipher text CT, the group member
gmirecover the group key GK by decrypting CT, by his/her
own private key di, parameter liand x; as

GK = ((€T mod(x,) * 1;) mod (x;))% mod (x,)(6)

5.Member leave stage

Due to dynamic nature the group, the group members
gm; can leave the group at any time. When group member
wants to leave the group, the KS delete his/her x;i value from
the database and refresh the parameter X as X' = fl After that
the KS refresh the group key encryption key dq as dq’ = dq -
Ri. After compute the dg’ and X’ value, the KS regenerate the
group key GK and encrypts using dq’ and X’ as

cr = (@dy * (GK) ¢ mod X

()

The computation complexity of KS during key refreshing is
reduced by minimizing the number of activities performed by
KS. These activities are decreased by wiping out the
computation of x;, ®@(x) and R; during key refreshing. In the
proposed CGKM protocol the computation of x;, d(x) and R;
is done in KS initialization stage. When a new group member
needs to join the group, the KS needs to perform a single
addition, multiplication and one encryption. Similarly, when
an existing member needs to leave the group, the KS needs to
perform a single subtraction, division and one encryption. To
provide high security, we introduce an additional key called
group key encryption key for encrypting the group key. If any
changes occur in group, the KS broadcast the message to
provide the information about the refreshed GK to the group
members.

V. Security analysis

In this section we analyze the security strength of the
proposed CGKM protocol and prove that the protocol is

© 2021,IJSREM | www.ijsrem.com

secure against factorization attack, collision attack and satisfy
the backward and forward secrecy. In proposed CGKM the
value of x, @ (x) and Ri are kept secret by Key Server. The
value of |; and d; are kept secret by group members.

1.Factorization attack

Using the factorization attack, the adversary A can
factors the modulus xi and computes @ (x;). To compute the
private key d; of a member, an adversary A needs publicly
available parameter e and @ (x). In CGKM protocol the value
of xi, @ (x) and Ri are kept secret by Key Server. Therefore,
the value of xi and @ (x;) are not pubically available. Without
know the value of x; and @ (x), the adversary A cannot
compute private key d;. So that, the proposed CGKM protocol
secure against the factorization attack.

2.Collision attack

In collision attack, at least two adversaries who are
participating the group communication may collaboratively
compute the refreshed GK after leaving the group. In
proposed CKGD protocol, each group members gm; have
their own private key d;, secret parameter ;, public key e and
modulus x;. Modulus x; value is removed from X after the
existing group member leave the group. Without knowing the
modulus x;, the group member who have leave the group is
cannot compute the private key d;. To get the refreshed GK,
the value of x;, I; and private key d; are used. The members
who have leave the group are cannot able to compute the
refreshed GK.

3.Backward secrecy

To provide the forward secrecy in the group, the KS
is responsible to prevent the newly joining members form
having the access to previously communicated data. The
newly joined group members are cannot get the previous
communication details, because in the encryption of old GK,
the parameter x; of recently joined members have not been
utilized. If an adversary A is a member of group G and try to
access the previous communication details, adversary A
needs to recover the old GK. Which is impossible.
4.forward secrecy

To provide the backward secrecy in the group, the KS
responsible to prevent the leaving members from the further
access of communication. The members who leave from the
group G, the KS removed their x; value from the member list
and then the KS refreshes the parameter X. This refreshed X
value such as X’ used to encrypt the new GK. The members
who leave the group are unable to compute the new GK.

VI. Experimental results and analysis

The proposed CGKM scheme is implemented in
JAVA and executed on the computer with configuration Intel
Core i5 processor, 4 GB RAM, 350 GB HDD, windows-10
OS. To perform the key update and key recovery operations
with different key sizes varying from 64 bits to 512 bits and
group sizes varying from 10 to 100 members. The
computation time for GK update and GK recovery are
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measured in various group sizes as well as various key sizes
are shown in table 1 and table 2.

Table 1
Key update operation’s computation cost shown in Sec

no. ofmembers/ 64 128 | 256 | 512
key sizes | pits | bits | bits | bits

key | key | key | key

10 members 1.8 3.7 4.7 52
20 members 2.1 4.3 6.3 8.7
30 members 27 | 6.6 94 | 10.6

Table 2
Key recovery operation’s computation cost shown in Sec

no. ofmembers/ 64 128 | 256 | 512
key sizes | pits | bits | bits | bits

key | key | key | key

10 members 1 1.1 14 | 2.1
20 members 1.2 1.3 1.7 | 24
30 members 14 1.6 19 | 28

The experimental results shown in Fig.2. and Fig.3. compared
the computation cost (time) in seconds for key size of 64 bits
and various group members varying from 10 to 30. In Fig.2.
and Fig.3. The computation cost shown in y-axis and a
number of members shown in x-axis.

GK update time

7

o

S 3

C

22 P PG

£

>

o

£0

S 10 15 20 25 30

Group members

=@ CGKM LKH

Fig. 2. Computation cost of GK update.

GK recovery time

VII. Conclusion

This paper proposes an efficient group key
management protocol for secure multicast communication on
star topology that reduces the computational complexity of
KS. The computational complexity of group members is also
reduced. In the proposed scheme, just single message is
required to refresh the GK. The proposed CGKM protocol
provides both forward and backward secrecy. This scheme,
secure against factorization and collision attacks. CGKM
protocol is efficient and adaptable for small group working in
the centralized environment.
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